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netAdvantage Modular Edition
netAdvantage Information Security Assessment


Information Security & Privacy Self Assessment

Please complete the following informational questions before filling out the assessment. Please note that all fields are required. When you have completed the assessment, please save as a Microsoft Word file not PDF and e-mail to your insurance broker.  Your assessment will be reviewed by an Executive Liability IT-Security analyst, and you will receive the results of your assessment via return e-mail. The results will be password protected and the password will be communicated separately via email.  
	Primary Contact Information

	Primary Contact First Name
	     

	Primary Contact Last Name
	     

	Email Address
	     

	Job Function
	 FORMDROPDOWN 
  (If  “Other” please fill in:      )

	Company
	     

	Industry
	 FORMDROPDOWN 
 (If  “Other” please fill in:      )

	Address
	     

	Address 2
	     

	City
	     

	State/Province
	     

	Zip Code
	     

	Country
	     

	Name of Broker (if applicable)
	     

	How many employees does your company have?
	 FORMDROPDOWN 



Please answer all of the following questions to the best of your knowledge.  You may need to refer certain sections of this questionnaire to other managers in your company for completion.  For your convenience, next to each section heading we have noted the job function(s) that may be best equipped to answer the questions within that section  

For each question, choose an answer of either ‘Yes’ or ‘No’.  If ‘Yes’ is selected, please check all of the additional sub points that apply to your company.  Please provide any relevant additional information in the space provided.  

If there are any questions that you feel are not applicable to your company, please check ‘No’ and  explain  in the ‘Additional Information’ section at the end of each question. If a topic in any section pertains to a service that is outsourced, please answer the questions to the best of your knowledge and/or fill out the additional information section of the question. Please also enter details on the outsourcer that you use in the vendor management section of this questionnaire.  

When you have completed the assessment, please save as a Microsoft Word file not PDF format and e-mail to your insurance broker. Your assessment will be reviewed by an Executive Liability IT-Security analyst, and you will receive the results of your assessment via return e-mail. The results will be password protected and the password will be communicated separately via email.  

	Security Organization – (Suggested respondent: CIO, CSO, CTO, Information Security Manager)

	1. What percentage of your total global IT budget is allocated to security?
	 FORMDROPDOWN 

Additional Information:

     


	2. Does your company have an information security infrastructure and organization?    

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 


There is an IT security strategy document that details company’s security vision, mission statement, and security management structure.    
 FORMCHECKBOX 

The board of directors or audit committee provides oversight for the security function.  
 FORMCHECKBOX 
   A security officer (CISO or CSO) is designated within or outside the IT organization.  Other _____
 FORMCHECKBOX 

A Chief Privacy Officer is responsible for management and compliance with Your privacy policy. Other _____
 FORMCHECKBOX 

The name and contact information for the security contact has been communicated to users.    

Additional information:

     



	Security Policy and Standards – (Suggested respondent: CIO, CSO, CTO, Information Security Manager)

	3. Does your hiring process require a full background check?   

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	Please check all that apply: 
 FORMCHECKBOX 

All employees
 FORMCHECKBOX 

Some Employees
 FORMCHECKBOX 

All Independent Contractors   

 FORMCHECKBOX 

Others 
 FORMCHECKBOX 

Not Required, Why?       
 FORMCHECKBOX 

All applicable background checks done for your organization.   

       Criminal, Educational, Credit, drug and Work History
Additional Information:

     


	4. Does your company have information security and privacy policies?  

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

A written information security policy is enforced that includes Internet Usage, Acceptable Use and Email Use
 FORMCHECKBOX 

Security policies are reviewed at least annually and any changes are approved by the Governance Committee
 FORMCHECKBOX 

Security and privacy policies are published and made available to all users, contractors and all concerned parties
 FORMCHECKBOX 

Privacy policy is reviewed and approved by a qualified attorney.  
 FORMCHECKBOX 

Users must reconfirm their acknowledgement of security and privacy policies at least annually.   
 FORMCHECKBOX 

Users have undergone a security and privacy awareness-training program.       

 FORMCHECKBOX 

Employees aware of their personal liability and any potential ramifications if they aid, abet, or participate in a data breach incident involving the organization.     
The following areas are addressed in documented security policies:
 FORMCHECKBOX 

Business Continuity Management   

 FORMCHECKBOX 

Change Control   

 FORMCHECKBOX 

Security Assessment and Compliance 

 FORMCHECKBOX 

Computer & Network Management  

 FORMCHECKBOX 

Electronic Access Control   

 FORMCHECKBOX 

Email Usage and Protection  

 FORMCHECKBOX 

Encryption  

 FORMCHECKBOX 

Incident Response  

 FORMCHECKBOX 

Information Asset Classification and Data Protection  

 FORMCHECKBOX 

Internet Usage  

 FORMCHECKBOX 

Password Management  

 FORMCHECKBOX 

Personnel Security and Hiring Standards  

 FORMCHECKBOX 

Physical Access  

 FORMCHECKBOX 

Privacy & Confidentiality  

 FORMCHECKBOX 

Remote Access  

 FORMCHECKBOX 

Security Awareness  

 FORMCHECKBOX 

Systems Development & Maintenance  

 FORMCHECKBOX 

Vendor/Third Party Management   

 FORMCHECKBOX 

Web Application Security    

 FORMCHECKBOX 

Virus Protection   

Additional Information:

     



	Physical and Environmental Security – (Suggested respondent: Facilities manager, CSO, CIO)

	5. Does your company have physical security controls in place?  

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

A security perimeter has been identified and documented, which includes computer rooms, media storage rooms, data centers, etc.  
 FORMCHECKBOX 

Biometric access controls are used to access company data center(s).    
 FORMCHECKBOX 

ID badges are required for employee, visitor and vendor access.
 FORMCHECKBOX 

Surveillance cameras and guards are in place to monitor premises.   
 FORMCHECKBOX 

Data Center access logs are monitored periodically
 FORMCHECKBOX 

Smart cards are used for physical and logical security.
 FORMCHECKBOX 

Physical security management is centralized for all locations  
 FORMCHECKBOX 

Computer, media storage and telecom room access is secured and restricted to authorized personnel.  
 FORMCHECKBOX 

Cables and network ports are protected from unauthorized access.   

 FORMCHECKBOX 

Disposal of computer systems and media storage devices (hard drives, tapes, floppies, CDs, etc) is handled in a secure fashion (i.e. de-magnetization and multiple wipes). 
 FORMCHECKBOX 

Physical security management is centralized for all locations

Additional Information:

     



	Computer and Network Management – (Suggested respondent: CTO, CIO, CSO, Information Security Manager)

	6. Does your company enforce a patch management process?   

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Vulnerabilities and exploits are monitored on a daily basis by Security Operations Center (SOC) or subscription to MSSP
 FORMCHECKBOX 

Security patches or workarounds once identified are prioritized based on Impact and Likelihood analysis.    
Security patches or workarounds are implemented within the following timeframe of identification:  FORMDROPDOWN 

 FORMCHECKBOX 

Patches are tested on non-production systems before they are implemented.  
 FORMCHECKBOX 

Implementation of patches is centralized for all locations.   
Please summarize your patch implementation process:

     
Additional information:

     


	7. Does your company have a virus protection program in place?  

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Virus protection/detection software is installed and enabled on servers, workstations and laptops.    
 FORMCHECKBOX 

Virus definition files are updated from a centralized server for all devices and released within 24 hours
 FORMCHECKBOX 

Laptops are forced with patch and virus definition updates before establishing a connection to the trusted network.   
 FORMCHECKBOX 

Email attachments, internet downloads and other potentially malicious extensions are pre-screened for viruses at the ingress points   
Additional information:

     


	8. Are all systems in your Internal, External and DMZ environment secured?

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Internet accessible systems are tested for new vulnerabilities and Application layer Firewalls are used to protect web servers
 FORMCHECKBOX 

Firewall(s) are configured to ensure source(s), destination(s) and protocol(s) definitions are tied back to the business need for each rule
 FORMCHECKBOX 

Undesirable web and mail content is filtered  using anti-spam products
 FORMCHECKBOX 

Critical applications residing within the internal networks (and behind the firewall) are monitored 24 x 7 for security violations.  
 FORMCHECKBOX 

Secured encrypted communications is used for remote administration of all production systems.    
 FORMCHECKBOX 

Periodic scanning conducted for Rogue Wireless Access points on the network
Additional information:

     


	9. Do you handle credit card data, or process payments on behalf of others? 

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Required to comply with PCI DSS (Payment Card Industry Data Security Standards)
 FORMCHECKBOX 

All but last four digits of the account numbers are masked when displaying or printing cardholder data
 FORMCHECKBOX 

Card-validation code (three digit values printed on the signature panel of a card) not stored in database, log files or elsewhere in your systems.
 FORMCHECKBOX 

Account information in your systems (databases, logs, cookies, files, backup media etc) is encrypted and/or truncated.
 FORMCHECKBOX 
   Security Incident Response plan is current and an active CERT team is available in case of a data compromise.
 FORMCHECKBOX 

Security Incident Response plan includes alternative options to account for incapacitated third-party outsourcing providers.
 FORMCHECKBOX 

Full compliance with the credit card number truncation provisions of the Fair And Accurate Credit Transaction Act (FACTA). 

Additional information:

     


	10. Do critical systems receive full security testing before deployment?  

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Security vulnerability testing is performed according to a defined and documented methodology.   
 FORMCHECKBOX 

Attack and penetration testing is performed by an independent third party.   
 FORMCHECKBOX 

Testing for web applications with Sensitive Data* includes checking for session management weaknesses and cross-site scripting vulnerabilities.   
 FORMCHECKBOX 

Availability testing is conducted on redundant systems.  
 FORMCHECKBOX 

Production systems hardened by removing all unnecessary services and protocols in default configuration.   
Additional information:

     



	Access Control  - (Suggested respondent: CIO, CSO, CTO, Information Security Manager)

	11. Do your company’s access control procedures address access to sensitive systems, files and directories?   

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Procedures for access to mission critical systems and Sensitive Data (e.g. company financial data, customer data, etc.) include user authorization and authentication.   
 FORMCHECKBOX 

Files stored on servers are protected from unauthorized access or use.    

 FORMCHECKBOX 

Access to system files and directories is explicitly restricted to authorized IT personnel.   
Additional information:

     


	12. Does your company enforce a password management process?  

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Unique username and password for user authentication is required.  
 FORMCHECKBOX 

Password complexity scheme is in place and is technically enforced where feasible or testing is performed to ensure compliance.    
 FORMCHECKBOX 

Technology is configured to require users to change passwords at least every 180 days.   

 FORMCHECKBOX 

Technology is configured to require privileged users to change passwords at least every 90 days.   
 FORMCHECKBOX 

Passwords cannot be reused for at least 4 changes.    

Additional information:

     


	13. Are controls in place to secure network access?   

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

There is a documented process in place to activate new network connections.
 FORMCHECKBOX 

Extranet connections are limited and secured (e.g. via firewall rules established as required by a documented business need).   
 FORMCHECKBOX 

End Point security access is restricted based on machine or user NAC (Network authentication controls) authentication.   

Additional information:

     


	14. Are connections from laptops, mobile devices, and remote users into the company’s network secured?  

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Advanced authentication controls like two-factor and certificates are in place for remote access.    
 FORMCHECKBOX 

VPN users are require to have personal firewalls and are restricted from accessing Internet using split tunneling
 FORMCHECKBOX 

Mobile devices like laptops have hard disk encryption enabled.   
 FORMCHECKBOX 

All Wireless devices use superior form of encryption scheme like (WPA or WPA2) and not (WEP or LEAP) which can be easily compromised
Additional information:

     


	15. Does your company have a process for managing user accounts?  

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

There is a documented process to approve new accounts and modify user privileges.   
 FORMCHECKBOX 

User privileges are based upon job function or role-based access.    
 FORMCHECKBOX 

User privileges are changed within one week for internal transfers.   
 FORMCHECKBOX 

User privileges are revoked for terminated users within 2 business days of the termination.   
 FORMCHECKBOX 

Users are required to verify their identity prior to a password reset.    
 FORMCHECKBOX 

User privileges are reviewed at least annually.    

Additional information:

     


	16. Is encryption used to protect sensitive information when it is transmitted over external networks?    

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Public/private keys are used for the encryption of sensitive information.  
 FORMCHECKBOX 

128-bit encryption products (e.g. SSL, RSA) and/or algorithms (e.g. Triple DES) are used.   
 FORMCHECKBOX 

Database encryption is used for sensitive information (e.g. credit card numbers, social security numbers, etc.).     
 FORMCHECKBOX 

Passwords are encrypted.   
 FORMCHECKBOX 

File encryption is used for locally stored materials (e.g. on laptops, etc.)   
Additional information:

     


	17. Do your company’s policies address access to data based on a data classification scheme?

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Data classification policies are based on risk assessments.    
 FORMCHECKBOX 

Data protection requirements are defined and documented.   
 FORMCHECKBOX 

Information owners are responsible for the protection of the data they own.   

Additional information:

     



	System Development and Maintenance – (Suggested respondent: Development Manager, CIO, CSO, CTO, Information Security Manager)

	Please describe your systems development activity?

18. When a new system is developed or purchased, are security considerations taken into account?   

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Systems Development is limited to internal and/or web applications.

 FORMCHECKBOX 

Developed applications are licensed to our clients
 FORMCHECKBOX 

None (please skip to Q. 22)
 FORMCHECKBOX 

Security requirements are an integral part of new project plans.   
 FORMCHECKBOX 

Security is defined within the system architecture.   
 FORMCHECKBOX 

Security coding standards for your company are defined (e.g. global variables are not used).    
 FORMCHECKBOX 

A security expert is involved in new projects.   

Additional information:

     


	19. Are staging, test, and development systems kept separate from production systems?   

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

There is no sharing of databases and configuration files.  
 FORMCHECKBOX 

There is no sharing of accounts.     
 FORMCHECKBOX 

Developers do not have access to production.    
 FORMCHECKBOX 

Staging, test and development systems are in separate environments (i.e. separate segments, separate servers)  

 FORMCHECKBOX 

Development tools, including compilers and linkers, are not installed on production systems.    

Additional information:

     


	20. Does your company perform configuration management?   

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Software products are used to maintain version control and restrict access to programming libraries.   
 FORMCHECKBOX 

There is a documented process to review and approve changes to code.   
 FORMCHECKBOX 

Modifications made by individuals to code are tracked.   
 FORMCHECKBOX 

The development system has the ability to back out changes.   

 FORMCHECKBOX 

The development system is protected by appropriate security measures.    
 FORMCHECKBOX 

Developers do not have the ability to migrate code to production.     
 FORMCHECKBOX 

Change control procedures are documented.    
 FORMCHECKBOX 

Management reviews documentation of emergency changes.     

Additional information:

     


	21. Are new applications and non-cosmetic changes reviewed for security vulnerabilities prior to migration to production?   

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Code reviews are performed by an independent individual or third party.   
 FORMCHECKBOX 

The impact of changes to security is documented.    
 FORMCHECKBOX 

Assessments of applications are performed according to a defined procedure, which includes security guidelines.   
 FORMCHECKBOX 

Security assessments of applications are performed with automated scanning tools and manual techniques as appropriate.   

 FORMCHECKBOX 

A report documents assessment findings.   
 FORMCHECKBOX 

Data input testing standards are defined (e.g. buffer overflow check).    

Additional information:

     



	Compliance – (Suggested respondent: Compliance Officer, CIO, CSO, Information Security

	22. Does your company have a   program in place to periodically test security controls?  

(NOTE: This can include    internal audits, external audits or security consulting engagements.)

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Security assessments are based on a risk evaluation and are performed at least once a year.  
 FORMCHECKBOX 

Security assessment processes and methodologies are documented.  
 FORMCHECKBOX 

Access to security assessment tools and utilities and the directories where they are stored are restricted to authorized personnel

Security assessments include the use of :
 FORMCHECKBOX 

Outside security specialists to perform penetration testing  

 FORMCHECKBOX 

Automated vulnerability scanners   

 FORMCHECKBOX 

Policy compliance checking tools (e.g. eTrust, Bindview)  

 FORMCHECKBOX 

Secure configuration checkers  

 FORMCHECKBOX 

Performance tools  

 FORMCHECKBOX 

Modem Wireless Sweeps  

 FORMCHECKBOX 

Source code comparison tools.  

 FORMCHECKBOX 

Security policies and controls are subject to independent reviews and audits.  

 FORMCHECKBOX 

All high risk vulnerabilities are remediated within one month.   

 FORMCHECKBOX 

There is no significant deficiency in audit findings longer than six months.       

Additional information:

     


	23. Are policies and procedures are in place to comply with the necessary Privacy requirements that govern your industry?   

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	Privacy policies address the following: 
 FORMCHECKBOX 

Policies include procedures to prevent the wrongful release, disclosure of Sensitive Data
 FORMCHECKBOX 

Define requirements if share data with third parties.   

 FORMCHECKBOX 

Require contracts with vendors and others with whom you share or store Sensitive Data require the other party to defend and indemnify you for legal liability arising from any release or disclosure of the information due to the negligence of the vendor or other party. 

 FORMCHECKBOX 

Require all vendors to whom you outsource data processing or hosting functions to demonstrate adequate security of their computer systems.
 FORMCHECKBOX 

Vendors must supply SAS70 or CICA Section 5970
 FORMCHECKBOX 

Vendor shared assessments (BITS)
Additional information:

     


	24. Are system logs reviewed for security related events?   

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	System log reviews: 
 FORMCHECKBOX 

Occur at least daily   

 FORMCHECKBOX 

Perimeter Logs are correlated to reduce false positives
 FORMCHECKBOX 

Access Control Logs are consolidated in central location to detect new anomalies and violations  
 FORMCHECKBOX 

Data Leakage is addressed by proactive keyword monitoring on Peripherals (USB) and email attachments.   
Additional information:

     



	Vendor Management – (Suggested respondent: General Counsel, CIO, CTO, Contracts Manager)

	25. Does your company enforce security standards for third parties that connect to your network?    

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	 FORMCHECKBOX 

Requests for third party connectivity must be reviewed and approved by your management.   
 FORMCHECKBOX 

Technical risk assessments are performed on third parties prior to approval.   
 FORMCHECKBOX 

Third party connections are monitored for security events.
Additional information:

     


	26. Do third party contracts include security provisions?

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	Third party contracts include:
 FORMCHECKBOX 

A service level agreement that specifies security requirements and responsibilities  

 FORMCHECKBOX 

Provisions for compliance with applicable regulations (e.g. SOX, GLBA, HIPAA, PCI, FERPA etc.)   

 FORMCHECKBOX 

A right to audit clause 

 FORMCHECKBOX 

Procedures for escalating security related events   

Additional information:

     


	27. Does your company outsource any portion of your information security?    

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	Please provide the name(s) of outsourced security vendor in each area: 
Access Control:
     
Business Continuity:
     
Computer and Network Management:
     
Compliance:
     
Physical and Environmental Security:
     
Systems Development and Maintenance:
     
Security Organization:
     
Security Policy and Standards:
     
Additional information:

     



	Business Continuity – (Suggested respondent: CIO, CTO, CSO, Information Security Manager)

	28. Does your company have backup and restore procedures in place?

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	Backup and restore procedures are:
 FORMCHECKBOX 

Formally Documented     

 FORMCHECKBOX 

Tested annually to ensure their effectiveness 

 FORMCHECKBOX 

Performed by trained personnel  

Backup tapes/disks are:
 FORMCHECKBOX 

Encrypted for Sensitive Data 

 FORMCHECKBOX 

Kept for a minimum of 90 days 

 FORMCHECKBOX 

Rotated off site for storage 

 FORMCHECKBOX 

Purged once their data retention point is reached
Additional information:

     


	29. Does your company have a Business Continuity Plan (BCP)?  

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	The Business Continuity Plan:
 FORMCHECKBOX 

Is managed by a dedicated group 

 FORMCHECKBOX 

Is formally documented
 FORMCHECKBOX 
   Test is conducted on annual basis
 FORMCHECKBOX 

Users are trained on their BCP responsibilities.   
 FORMCHECKBOX 

A “hot site” is in place.    
 FORMCHECKBOX 

Redundant systems are in place with multiple Data Centers or warm site
 FORMCHECKBOX 

Duration to restore operations after a computer attack or other loss/corruption of data: 12 hrs or less; 13 to 24 hrs; more than 24 hrs
Additional information:

     



	Financial Management of Network Security Losses – (Suggested respondent: CFO, CIO)

	30. During the past three (3) years, have you experienced any occurrences, claims or losses related to a failure of security of your computer system or has anyone filed suit or made a claim against you with regard to invasion or interference with rights of privacy, wrongful disclosure of personal information, or do you have knowledge of a situation or circumstance which might otherwise result in a claim against you with regard to issues related to the Insurance Sought?
 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	Additional information:

     


	31. Does your company require all vendors to maintain liability insurance?

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	Liability insurance includes the following:
 FORMCHECKBOX 

Limits of at least $1,000,000.   

 FORMCHECKBOX 

Loss arising from vendor negligence. 

 FORMCHECKBOX 

Loss arising from a breach of security (including data corruption, business interruption, etc.)

Additional information:

     


* Sensitive Data includes information that may lead to an individual being personally identified such as a Social Security Number, Account Number, Credit Card information, Healthcare Information, Employee Records, Financial Information, or Intellectual Property.
When you have completed the assessment, please save as a Microsoft Word file not PDF format and e-mail to your insurance broker.
Your assessment will be reviewed by an Executive Liability IT-Security analyst, and you will receive the results of your assessment via return e-mail. The results will be password protected and the password will be communicated separately via email.  
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